


Console Management

What is console management? 

� A simple and effective solution for accessing, monitoring, and controlling 
multiple servers from a single host console.

What it is not?

� Enterprise network monitoring or management.

Who are the ‘typical’ users of console management systems?

� System Administrators — IT professionals tasked with keeping a specific 
server/computer facility or group of facilities up and running on a continuous 
basis.



Requirements of Console 
Management Solutions...

� Ability to reboot servers and other managed systems locally or remotely (even from the OK Prompt)

� Direct console access for troubleshooting and diagnostics

� Ability to collaborate on server/system problems 

� Reduction of machine room clutter 
� Reduce number of keyboards and monitors
� Ability to rack mount more servers – ‘headless’ systems

� Control the console of any machine directly and remotely independent of the network

� Security — limiting server access by user and by managed device

� Maintain and archive console messages in log files



ControlTower™



� Enables systems administrators to monitor and control multiple UNIX servers, as well as 
many serial line console devices from anywhere, at anytime

� Enables Solaris or Linux servers to function as common consoles for hundreds of managed 
systems from a central console or via remote access

� Available in a base 16-port configuration and is scalable up to 128 ports from a single host

� Compatible with our hardware to provide connectivity between the host console and the 
managed devices 

ControlTower™



ControlTower� Features

� Functionally equivalent to having a keyboard and monitor attached to each managed 
system

� Manage up to 128 systems locally or remotely from a single host
� Flexible access to real-time data and time-stamped log of system messages
� Local or remote console access via serial connections to headless servers and other 

Unix devices
� Remote access via TCP/IP or modem connection to the host
� Many levels of filtering and access logging
� Low-level boot-PROM control on Sun systems
� Access to system diagnostics 
� Ability to reboot a managed system 
� Secure access to remote systems using up to 128-bit AES encryption
� System access can be restricted by IP address, password, or Unix account
� Monitors and controls select Unix servers or serial line console devices (routers, 

switches, etc.).  Systems should be tested to determine capability.



ControlTower™ Advantages

� Host-based, out-of-band (network independent) management of hundreds of UNIX 
servers and other serial line console devices from a single host console and/or 
displaced sub-consoles

� Scalable — 16 to 128 serial connections from a single host 

� Solaris Ready Certified



ControlTower™
Supported Hardware

SBus Hardware (Solaris only)
� Nova 1600SE

� LMS 1000 Series

PCI Bus Hardware
� Aries 16000

� Aries 8000P

1U Rack mount Interconnect Modules (RIM)
� RIM16
� RIM32

� RIM48

PCI System Expansion
� XP-7R
� XP-3SB



ControlTower™ 
System Requirements

400 Mbytes minimum400 Mbytes minimumDisk Space

Aries 8000P (8 ports) and 16000P (16 
ports) serial controller
XP-7R 7-slot rack mount expansion 
chassis
XP-3SB 3-slot expansion chassis

PCI: Aries 16000P (16 ports) serial 
controller; XP-7R 7-slot rack mount 
expansion chassis; XP-3SB 3-slot 
expansion chassis; RIM 16, 32, and 48
SBus: Nova 1600SE (16 port) serial 
controller; SBox 1000 Series 4 and 8 slot 
expansion chassis; RIM 16, 32, and 48 

Serial 
Controller

128 MB RAM (minimum)64 MB RAM (minimum)Memory

Mandriva, RedHat, and SuSESupports up to Solaris 10Operating 
System

Linux x86 systemPCI: Ultra 5 or system offering 
comparable or better performance 
SBus: SPARC 5 or system offering 
comparable or better performance

Host

ControlTower 3.LControlTower 3.0

Managed Systems Requirements
• Devices that support a serial line console (servers,routers, etc.)
• Systems should be tested to determine capability
• Async null modem cables between host and managed systems



Setup and Configuration

1. Install Hardware
2. Connect Managed Systems
3. Install Host s/w
4. Install Viewer s/w



View Real-Time and Archival Logs

� Provides real-time access to system 
messages from managed systems

� A time-coded system log is maintained on 
the console manager for each managed 
system

� System messages are stored in rotating 
files.  Files are automatically compressed to 
minimize storage space requirements

� Log file size, number of files maintained in 
rotation, and time stamping can be 
assigned globally or locally for each 
managed system



Configurable Log Options



Security

� Provides ability to set password requirements

� Can restrict user access to specified local systems

� Run console manager from a remote viewer

� Allow or deny access from a remote system to one or 
more console managers

� Limit user access to specific managed systems

� Configure security at the level of the individual user

� Restrict system access by IP address, password, or Unix 
account

� Encryption



Encryption

Key Features:

� Defines the encryption of all data sent and received from the server using up to 
128-bit AES encryption

� Encrypts communications between a Viewer client running on a remote system and 
the ControlTower host

� Alleviates security risks of transmitting sensitive data over TCP/IP networks



Why ControlTower:
• Log Capabilities
• Remote Access
• Security

The Solution:
ControlTower is setup 
in each of the three 
sites. 

ControlTower is used 
as a training and 
collaboration tool in 
addition to local 
server access and 
control.

The Need:
1. To consolidate space and have central 

administration for a Texas site with 100 
servers. 

2. Setup up two additional sites to perform similar
operations in Hong Kong and Amsterdam.  

ControlTower™ : 
Telecommunications Co.



www.gavazzi-computing.com � 508-588-6110 � 800-926-8722


